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Navigation

Freddie Mac Access Manager enables you to grant and control access to Multifamily systems, tools and
applications. The following details how to access the different functions within Access Manager for a
System Administrator from the homepage of the application.

1. Navigation Menu Bar: The grey menu bar allows you to access your work items, track requests,
create reports and manage settings.

2. Quick Link Cards: Enables you to quickly access the different functions within Access Manager
to create users and manage their access.

3. Notification Cards: These are at the bottom of the homepage. These cards display and allow for
quick access to all Latest Approvals, Violation Work Items, Forms and Access Reviews.

4. Drop-down Menu: An alternative method to access the different functions within Access
Manager that involve managing user access.

FisddieMac | Froddhe Mac Access Manager

ator (Muinfamy) 3 Maudtifarmity Home »

Latest Approvals Latest Violation Work lberns BOTHw Latest Forms

Currently no data Gumentty no data Currently no data
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Frischie Fraddie Mac Access Manager
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Here are the navigation menu bar functions:

1. My Work: This drop-down allows navigating to recertification access reviews and other work
items.

2. Intelligence: Use this drop-down to generate reports regarding user access and profile
information.

3. Notification: This bell icon displays all notifications present for the Access Manager system
administrator profile.

4. Profile: Use this drop-down to manage profile preferences, access the Help function and logout
of Access Manager.

h Intelligence ~ h A  QRGAdmin ~

Work Items

My Access Reviews Reports #& Preferences
o Approvals
Work Items © Hel
Q) Forms P
o Violations
" ® Logout

o Others




N,
FreddieMac
MULTIFAMILY

Create New User Account with Access

The following steps detail how to create an Access Manager account for new users. Your users will need
these accounts to access Freddie Mac Multifamily systems.

Part | = From the Home Screen

1. Click on the Create New User with Access card
2. Enter user information
e Required fields are marked with a red asterisk (*)
e Company is prepopulated and cannot be edited
3. Click Next

Create New User with Access (Multifamily)

Instructions
Please fill out the information below to create a new user for the Company and select NEXT to complete the User set-up by
adding User Access{es). The * denotes required fields.
Note: The Email Address for the User should be a valid email address and related to the User's company of employment, not
a personal email address.

Company *

- . - - v
First Name * Middle Name
Last Name * Suffix

Email Address ™

i l
CANGEL

Part 2 — On the Add User Access Page

1. Enter Access Information.
a. Select Seller or Servicer from the Business Account Type list
b. Choose the appropriate Functional Role (i.e., Loan Submitter or Servicing Specialist)
c. Check Select Access to display all applications and tools associated with the Functional
Role

d. Click * toremove an application / role combination
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2. Click Next.

Add User Access (Multifamily)

Instructions

Selected Use

Please select the Business Account Type and Functional Role 1o which the User(s) will have permission to access within
Freddie Mac Multifamily

lUse the SelectAccess check baox to permit the User(s) to have all available access(es) allowable for the Company based
<n the given Business Account Type and Functienal Rele. If any access in the Selected Access summary should not be
provisioned to the User(s), use the X next to the particular access to remove the access from the cart. Add additional
accesses, as necessary to the cart by selecting the next Business Account Type and Functienal Rele pairing. Once the
role(s) are added to the Selected Access cart, click NEXT to confirm access. The * denctes required fields.

Mote: The Business Account Type refers to the type of work the User(s) shall be engaged with while using Freddie Mac
Iultifamily systems. The Functional Raole refers to the specific job functicns that the user will typically have while engaging
with Freddie Mac systerms. Refer to HELP for more information.

Business Account Type

Functional Role

-
@elect Access

Click tz associate access for the selected Business Account Type and Functicnal Role combinaticn

A surnmary of the selected access.

Selected Access ™

| ] *

Part 3 — On the Confirm Request Page

1. Review user information for accuracy. Note: Click Back to correct user information. Click Cancel
to close request without submitting.
2. Click Submit.
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Confirm Request (Multifamily)

Instructions

Ceonfirm the request for the creation of the User below Please verify the User's perscnal data, including Email Address, for
verificaticn that all data is correct. If any Access is incorrect, select the BACK button to madify the new User's permitted
access. If all data is correct, click SUBMIT to create the User with access.

First Marme Widdle Marme

(]

Last Mame Suffix

%I]

Application Role Company ldentifier(s)

CAMCEL BACK SUBMIT
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Add Access to Existing User Account

The following details how to add new access to an existing Access Manager user account. Your users will

need role-based access to complete specific functions within Freddie Mac Multifamily systems, such as
loan submissions or investor reporting.

Part | — From the Home Screen

1. Click on the Add User Access card

2. Search for desired user(s) within the Available Identities list
a. Enter first or last name in the Filter by Identity field.
b. Click the Search icon.

c. Check all, part or one account from the results.
d. Click Submit.

PRy ——

Select identities 1o start this request
Choows en ity of groues of idertites o s (st by selecting e

Available Identities Selected Identifies

e oy =
Mnm - o faine

£ mem

e falas

SRl falaz

Part 2 — On the Add User Access Page

1. Enter Access Information.
a. Select Seller or Servicer from the Business Account Type list
b. Choose the appropriate Functional Role (i.e., Loan Submitter or Servicing Specialist)

c. Check Select Access to display all applications and tools associated with the Functional
Role

d. Click * toremove an application / role combination
2. Click Next.
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Add User Access (Multifamily)

Instructions

Selected User

Please select the Business Account Type and Functional Role 1o which the User(s) will have permissicn 1o access within
Freddie Mac Multifamily

Uze the Select Access check box to permit the User(s) to have all available access(es) allowable for the Company based
2n the given Business Account Type and Functional Rele. If any access in the Selected Access summary should not be
provisioned to the User(s), use the X next to the particular access to remove the access from the cart. Add additional
accesses, as necessary to the cart by selecting the next Business Account Type and Functional Rele pairing. Once the
role(s) are added to the Selected Access cart, click NEXT to confirm access. The * denctes required fields.

Mote: The Business Account Type refers to the type of work the User(s) shall be engaged with while using Freddie Mac
Multifamily systems. The Functional Fole refers to the specific job functiens that the user will typically have while engaging
with Freddie Mac systems. Refer to HELP for mere information.

Business Account Type

Functional Role

v
@elect Access

Click tz associate access for the selected Business Account Type and Functicnal Role combinaticn

A sumnmary of the selected access.

Selected Access ™

[ ] »

Part 3 — On the Confirm Request Page

1. Review user information for accuracy. Note: Click Back to correct user information. Click Cancel
to close request without submitting.
2. Click Submit.
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Confirm Request (Multifamily)

Instructions

Ceonfirm the request for the creation of the User below Please verify the User's perscnal data, including Email Address, for
verificaticn that all data is correct. If any Access is incorrect, select the BACK button to madify the new User's permitted
access. If all data is correct, click SUBMIT to create the User with access.

First Marme Widdle Marme

(]

Last Mame Suffix

%I]

Application Role Company ldentifier(s)

CAMCEL BACK SUBMIT
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Disable a User Account

The following details how to disable an Access Manager access for an existing user account.
First, a system administrator should remove all access from the intended user account. Next, the user

account should be disabled to ensure the user can’t access their account and Freddie Mac applications
managed by the Access Manager.

Part 1 — Remove All Access

=

On the home screen, click on the Remove User Access (Multifamily) card.

2. On the Search page, search for the user by entering the MF ID, First Name or Last Name in the
search bar.

3. Click on the user from the search results.

FieddieMac

Freddie Mac Access Manager

‘Seleat Accountls) >

Select identities to start this request
Select identiies from the gric.

Available Identities

Belest identitias from the liat

Fiter by ety Narne Q] | sowcensemnc

Name - First Namo Last Name Email Address Countarparty Status Adumin Type Cortifior
WE102460 FAMT User Guida fomguidaiusercam Fracidin Financiol Vartures hative Nore faise
WE102477 Admin FAM Guida adming@fam gam Fracidin Financiol Vartures hctive Provisioning Administrater true
WE102606 Fing Ratest priftestsom Fracdin Financiol Vartures hative Nore faisa

MF102527 Fing Taat ping test@freddiemss com Fraddia Financiel Ventures Active None: folse

WE102528 Fing Tost

ping toatD Vantures Active Nane folee
MF102620 Test FING

Ventures hotiva None false
WE102531 Test Fing

Ventures Active None: felse
MF102634 Admin RS

Ventures Active None felse

Dighying 1 -6 918

4. On the Select Access page, select all user access from the Access drop-down menu. Then click
Confirm and click Next.
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Instructions
Selected User: FAMT User Guide [MF1024569)

Remove User Access allows an administratar 1o remove Freddie Mac Multifamily Access from the selected user. Please
specify the Access 1a which the User will no longer have permission ta access within Freddie Mac Multifamily. Then
review the Selected Access to be Removed cart, use the X next to the particular access to remaove fram the list it added
ta the cart for removal in error. Click NEXT ta confirm removal of access{es).

Access
I .
A summary of the selected accass.
Selected Access To Be Removed *
+
Loan Lifecycle Management:Seller:Loan Submitter:LLk:170355 x
Digital Loan Submission:Seller:Loan Submitter:DLS:170355 ®
MF Crigination and Underwriting Systern:Seller:Loan Submitter:0US: 170355 x
Third Party Data Collection:Seller:Loan Submitter:TPDC: 170355 ®
Multifamily Universal Hub:Seller:Loan Submitter:Hub: 170355 x

BACK = CAMNCEL NEXT

5.  On the Confirm Request page, review the information and click Submit.

Confirm Remeval Request (Multifamily)
Instructions
Selected User FAMT User Guide (MF102469)

Caonfirm the request ta remove the access(es) below. If any access removal is incorrect, select the BACK buttan to modify
1he User(s) removed permitted access. If all data is correct, elick SUBMIT to remove the User's provisioned access

Application Role Company ldentifier(s)
Loan Lifecvele Managerment SellerLoan SubmitterLLR 170355
Digital Loan Submission SellerLoan SubmitterDLS 170355
MF Origination and SellerLoan SubmitterOUS 170355

Underwriting System
Third Party Data Collection SellerLoan Submitter TPDC 170355

rultifamily Universal Hub SellerLoan SubmitterHub 170355

CAMNCEL BACHK SUBMIT

Part 2 — Disable User Account

1. Onthe home screen, click on the Disable User Accounts (Multifamily) access card.
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2. On the Search page, search for the user by entering the MF ID, First Name or Last Name in the
search bar.

3. Select the checkbox next to the user account and click Submit.

‘Select Acooun(s) >
Select identities to start this request

Choose an identity or group of identities for this retjuest by selecting them from the grid below and adding them to the selected identities list.

Available Identities

Selected Identities

MF102469 nm ADVANCED SEARCH Name

Name ~ First Name Last Name Email Address Counterparty Status Admin Type Certifier O AN UeerGuide
MF102469 FAM1 User Guide famguide@usercom Fraddie Financial Ven.. Active None false

W4 pege ot b @

Displaying 1 -10f 1

supmiT YO

Note that only user accounts that are currently listed as “Active” will appear in the search results.

4. On the Confirm Request page, review the user information for accuracy. You can click cancel to
close the request without submitting. Otherwise, if everything is accurate, click Submit.

Disable User Accounts (Multifamily)

Instructions

The Disable functionality allows an administrator to deactivate user(s) access ta all Freddie Mac Multifamily systems
through one action, where the provisioned access will remain tied to the user, but the User will not be able to access any
Freddie Mac Multifamily system. Confirm the request to Disable Accounts for the following user(s). Click SUBMIT to
Disable the user(s). If any users have been selected in errar, select CANCEL and then reinitiate the workflow with the
correct user(s).

Mote: This warkflow should only be used for shaort term use, such as when a User goes on vacation, maternity leave, or
short-term absences. Use the Remove User Access workflow if the User should no longer have the permitted access.

Company UserD

Freddie Financial Wentures MMFE102469

First Mame Last Name

FANT User Guide
CAMNCEL

SUBMIT
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Notes
e User accounts that have no entitlements associated to the profile for more than 120 continuous
days will automatically be set to ‘Disabled’ within Access Manager.
e User accounts that have been ‘Disabled’ for more than 150 days will automatically be set to
‘Inactive’ within Access Manager.

Create B2B System Account Profile

The following details how to create the profile of a system account in Access Manager. Optigo lenders
participating in Multifamily’s business-to-business (B2B) capabilities may use this feature to create system
accounts.

Part | — From the Home Screen

1. Click on the Create New System Access card.
2. Enter user information.
a. The Required Fields are marked with a red asterisk (*).
b. Your Company is prepopulated and cannot be edited.
3. Click Next.

Create New System Access (Multifamily)

Instructions

Please fill out the information below to create a new system account for the Company by assigning an account owner of
the system account. Select NEXT to complete the set-up by adding system account Access(es). The * denofes required
fields.

Note: The Email Address for the Account Owner should be a valid email address and related to the Account Owner's
company of employment, not a personal email address.

Company *
Freddie Financial Ventures v

Account Owner First Name * Account Owner Middle Name

System

Account Owner Last Name * Account Owner Suffix

Account

Account Owner Email *

sysaccount@test.com

CANCEL NEXT
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Part 2 — On the Add System Account Access Page

1. Enter Access Information.
a. Select Seller or Servicer from the Business Account Type list
b. Choose the appropriate Functional Role (i.e., Loan Submitter or Servicing Specialist)
c. Check Select Access to display all applications and tools associated with the Functional
Role

d. Click * toremove an application / role combination

Add System Account Access (Multifamily)

Instructions

Selected User: System Account

Please specify the Business Account Type and Functional Role to which the System Account will have permission to
access within Freddie Mac Multifamily.

Use the Select Access check box to permit the System Account to have all available access(es) allowable for the Company
based on the given Business Account Type and Functional Role. If any access in the Selected Access summary should
not be provisioned to the System Account, use the X next to the particular access to remove the access from the cart. Add
additional accesses, as necessary to the cart by selecting the next Business Account Type and Functional Role pairing
Once the role(s) are added to the Selected Access cart, click NEXT to confirm access. The * denotes required fields.

Note: The Business Account Type refers to the type of work the Account shall be engaged with while using Freddie Mac
Multifamily systems. The Functional Role refers to the specific job functions that the Systern Account will typically have
while engaging with Freddie Mac systems. Refer to HELP for more information.

Business Account Type

Seller -
Functional Role
| v

() select Access

Click to associste access for the selected Business Account Type and Functional Role combination

2. Click Next.

A summary of the selected access.

Selected Access *

mi~Seller:Loan Submitter:B2B - 170355 x

CAMCEL BACK E
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Part 3 — On the Confirm Request Page

1. Review user information for accuracy. Note: Click Back to correct user information. Click Cancel
to close request without submitting.
2. Click Submit.

Confirm Request (Multifamily)

Instructions

Confirm the request for the creation of the System Account below. Please verify the System Account’s associated Account
Owner's personal data, including Email Address, for verification that all data is correct. If any Access is incorrect, select the
BACK button to maodify the new System Account's permitted access. If all data is correct, click SUBMIT to create the
System Account with access.

Company
Freddie Financial Ventures

Account Owner First Name Account Owner Middle Name
System

Account Owner Last Name Account Owner Suffix
Account

Account Owner Email

sysaccount(@test.com

Application Role Company |dentifier(s)

IMF BZB Integration Layer mf~SellerLoan Submitter:B2B 170355

CANCEL BACK SUBMIT
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Edit B2B System Account Profile

The following details how to edit the profile of a system account in Access Manager. Optigo lenders
participating in Multifamily’s B2B capabilities may use this feature to update the primary point of contact’s

name or email address.

Part | — From the Home Screen
1. Click on the Modify System Profiles card
2. Search for a system account by using the Search Bar to enter the name or MF ID of the system

account.
3. Click on the intended system account.

Filter by Identity Name ‘ q ‘ ADVANCED SEARCH

Name a First Name Last Name Email Address Counterparty Status Admin Type Certifier

525100222 System Account sysaccount@test.com Freddie Financial Ventures Active None false

H A FageDun -]

Part 2 — On the Modify System Profiles (Multifamily) Page

1. Update profile information. You can update the Name or Email Address for the system account.
2. Click Next.
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Modify Sy Profiles (Multifamily)

Instructions

Modify the desired System Profile Attributes. Email Address updates must be a valid email address, or the Account
Owner will no longer receive the email notifications for the User ID. Click NEXT to confirm.

Account Owner First Name *

System1

Account Owner Middle Name:

Account Owner Last Name: *

Account

Account Owner Email Address: ™

sysaccount@test.com

Account Owner Suffix:

CANCEL NEXT

Part 3 — On the Confirm Request Page

1. Review user information for accuracy. Note: Click Back to correct user information. Click Cancel
to close request without submitting.
2. Click Submit.

Confirm Request

Instructions

Confirm the request for the updates of the Account Owner's profile below. Please verify the Account Owner's personal data,
including Email Address, for verification that all data is correct. If any data is incorrect, select the BACK button to modify
the information. If all data is correct, click SUBMIT to update the profile.

Account Owner First Name
System

Account Owner Middle Name

Account Owner Last Name
Account

Account Owner Email Address
sysaccount@test.com

Account Owner Suffix

CANCEL BACK SUBMIT
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Generate User Reports

The following details how to generate user reports in Access Manager. Reports from Access Manager
can be created in order to retrieve different details relating to user identities and relevant application
access.

1. From the home screen, click on the Intelligence drop-down and select Reports.

F'_?gg;gﬂft | Freddie Mac Access Manager

Reports

# Home # eom

Create New User with Access 3 Add User Access (Mukifamily) > Remave User Access (Mukifamily) > Disabie User Accounts (Mukifamily) » Re-Enable User Accounts (Multifamily) » Mocify User Profiles (Mukifamily)

(Multitarmily)
Reset User Password (Multifamily) 3 Create New System Access 3 Disable Systern Accounts (Multifamily) 3 ReEnable System Accounts 3 Madify Systemn Profiles (Multifamily) 3 Find User (Multifamily) >
(Multifamily) (Maltifamily)
Change My Password (Mutifamily) 3 View My User Profile (Mutifamily) 3 Update My User Profile (Multfamily} » Set Up My Security Profile (Mulifamily) Find My Administrator (Multifamily) 3 Multitsmily Home >
Remove System Account Access 3 Add System Account Access 3
(Muttifarmily) Mulifamily)
Latest Approvals Lalest Violation Work llems BOTH v Latest Forms
Currently no dala Currently no dala Currently no data

2. Onthe Reports page, navigate to the Reports tab.
3. Click on the Multifamily User Application Access Report. This report will generate a report with
user profile information but will not state application access for given users.
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Freddie Mac Access Manager

Reports

My Reports | Reports Scheduled Reports  Report Results.

Search by Report Noms qQ

Name Description

9 Categony: Freddie Mo Reports {5 Reperts)

Mutitermity Adeministrator Ausit Repor ror i i ' Report e} Nome Time Stam.

Muiitamily Cerification Campaign Siafus Report Please use ort Na L

Mubitamity Certification e Status Regort Repr ion campaign. fallowing format i the Report Name Feid [Examgle Repers Thiel First Name Last MameTime Stsmp.
Musitamity User Application Access Report Report Name fleid i L

Muititamily User Identity Regert 51 assacisted % ing format in Titelieat ~Time Stamp.

& 2020 Fredoie Mac

e of Use | Privcy Polkcy

4. On the Edit Report page, under Report Properties, enter a Report Name, select Email Recipients
and Email Attachment Format.

FisddieMac | Freddie Mac Access Manager

Edit Report
‘Summary .. Report Properties
Standard Frspurion
Sections:
1. Standerd Propertes .
T T———
Rapart Properties (Enter Repon TriORG Admn-01.28-2021 10:16:20
5 Ropart Layout
Rename Old o | | fieport that records sl Application Users and associaied entilements. Please use the
folowing larmat 11 Uhe Resert Name feld. [Examale Regort Tille) First Name Last Nams Tane.
Stam
Email Recipients Allaw Concurrency
|8
Host Email Attachment Formst
7] POF ) £5V
Recuire Signalf
5]

EECERT I ~v: [ saveanorneview | saveanoexccure [EERSSS

5. Select Applications or Identities that you would like a report generated for (i.e., Selecting ‘DLS’
from the application menu will generate a report with all users who have access to DLS). Click
Next.

a. Note that not selecting specific identities or applications from the drop-down will generate
a report for all users within your organization.
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Edit Report
‘Summary . Report Properties
‘Mafaemdy Usar Applcation Accuss Repon Propamas
Ei i R
2. Multitamily User Application Access
- ~ ~
3. Report Lays
Caunterparty Division
v v
Fredaie Financial Vertures Mufemiy

2020 Freddie Mac

6. On the Report Layout section, you have the option to modify the columns and general display of
the report or to select nothing and use the default report layout.
7. Click on Save and Execute when you’re ready to generate the report.

FigddieMsc | Freddie Mac Access Manager

Report Properties
et
- -
A 3 8ont o v
Ja—
e
g
s | e
oty
o vy
Application
* Entement
%
B
L
[P F—
a a
vncvos | o [ eaners

On the Report Result page, click View Report Results to see the report or click Edit Report to
modify the existing report.
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wddieMac | Freddie Mac Access Manager

Report Result
Report Detaits
Name [t Repar THLORG Agmin-01-26-2021 101620 strea By e
Type [ Started
Description Repor that i enstiemants. e Report Name fieid [Exampie  Completed
Report e} First Hame Last ame-Tans Starmp
status Report Completed @ Progress [ e ]
RETURN TOREPORTS EDIT REPORT
Report Complete

© 2020 Froddie Mac: Terms of Use | Provacy Poscy
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